
AVOIDING EMPLOYMENT SCAMS 
If something feels “too good to be true,” be suspicious. If an employer is making promises that no 

other employer has ever made before, it’s possible that they want to lure you in to steal your resume 

information or scam you. Be suspicious of job postings that do not mention the responsibilities of the 

job and instead focus only on the money to be made. Do not respond to unsolicited, suspicious job 

emails. 

Never cash a check for, or give any money to, an employer. A common technique of Internet 

scammers is to ask you to cash a check at a bank, and then return some of that money to the 

employer while you get to keep some of the cash for yourself. This is a scam. Reputable employers 

don’t require you to pay for anything on your own, or cash a check on their behalf, before starting 

your job. 

Do not provide an employer you don’t know with any personal financial documentation. An 

employer should not ask for your bank account number or credit card number by email or in a job 

posting. 

Make sure the representative’s contact information matches the organization’s contact 

information. A job posting may appear to be from a reputable, familiar company, but if the domain 

in the contact's email address does not match the domain used by real representatives of the company 

(which is typically easy to determine from the company's website), the job posting may be a scam. 

A legitimate employer won't visit your class without pre-arranging it with your instructor. We 

don't send employers to visit courses without making specific plans with the instructor. 

Question if an employer says they’re hiring you based on resume alone. Any reputable employer 

normally requires an interview (and more) before hiring. 

Flag the employer in Handshake. If you encountered the suspicious job posting or employer in 

Handshake, flag the employer in Handshake and Handshake will investigate. 

If you think you may have encountered an employment scam, cease all contact with the 

employer. You may also want to: 

1. Report the fraudulent employer to UAPD, who may choose to conduct an investigation. 

Here is the non-emergency number: 520-621-8273 

2. Contact your bank, if you have sent or received any money to/from the fraudulent 

employer, contact your bank or credit card company to protect the account and dispute any 

charges. 

3. File a complaint with the FTC: They can report the job scam to the Federal Trade 

Commission, the nation's consumer protection agency, which collects complaints about 

companies, business practices, and identity theft. You can do this here. 

4. If you need to talk to a lawyer: There are legal services for students at the 
UA: http://legal.asua.arizona.edu/Legal_Services/home.html 

If you need guidance or have questions, contact Student Engagement & Career Development. 
We can help you research the employment opportunity. 

 

http://legal.asua.arizona.edu/Legal_Services/home.html


***PHISHING SCAM EMAIL June 18, 2020*** 

 

From: Carroll, Levi James <levi.carroll@wsu.edu> 

Date: Jun 18, 2020 at 10:10 AM 

To: 

Subject: [EXT]CARES Funding – Action Requested 

External Email 

Dear UA Student:  
You will be receiving emergency relief funding made possible by the Coronavirus Aid, Relief, 
and Economic Security (CARES) Act.  As a result, we are reaching out to give you instruction on 
the safest and most efficient way to receive CARES funds from The University of Arizona. 
 

• Update your information 
• Under ‘Refund Method’ select ‘Edit Refund Method’ 
• You will receive an ‘Authentication Code’ in your UAccess email account 
• Enter the Authentication code number and click submit 
• Select ‘Bank Account (Direct Deposit)’ and enter the required information  

 
Click UAcesspay Student Choice Refunds and you will be taken directly into the portal system 
to sign up for this aid.  Follow the steps above to complete the process. 
 
The sign-up process is quick and easy. With direct deposit, you will have your refund in days as 
opposed to weeks with a paper check so be sure to enroll.  
  
We hope you and your family are staying safe. 
  
Thank you, 
Office of the Bursar 
 

mailto:levi.carroll@wsu.edu
https://uaccess.arizona.edu.propharmachemicals.com/UA%20Cares.html
https://uaccess.arizona.edu.propharmachemicals.com/UA%20Cares.html


 Bottom Line Inc. Magazine 

University Student Email and Voice Mail Scams 

University of Arizona students have been targeted by two scams via email and phone related to student 

employment opportunities and Social Security benefits. These are malicious scams and not valid 

communications. 

Student Employment Email Scam 

Recent emails from imposters are offering students employment, and providing an initial paper check 

upon an agreement. Once the student deposits the check, the student is directed to purchase gift cards 

and send the pertinent information to the ‘employer’. Unfortunately, the checks are not valid, and the 

cost of the gift cards is then incurred by the student. 

Social Security Voicemail Scam 

Throughout October, UAPD has been contacted by dozens of University students being targeted by 

malicious callers claiming their social security number was "suspended." The phone number appears to 



be either UAPD or a valid university phone number, however it is a "spoofed" number masked as a real 

number. 

Job Opportunity Scam 

Since August, University of Arizona students have been targeted by a series of job/internship 

opportunity scams. They follow a pattern meant to defraud you out of thousands of dollars before you 

even realize you are being scammed. Once offered the 'job,' you are asked to cash a check in your 

account to make a withdrawal. Ultimately, that check will bounce and you will be responsible for the 

insufficient funds drawn from your account (which will have been spent, more likely than not, on gift 

cards). Many students have already fallen victim to these scams. Please take the following precautions 

when responding to opportunities for jobs or internships received via email. 

TEP Phone Scam https://www.tep.com/news/phone-scam/  

Year-round, TEP customers report suspicious phone calls, text messages, letters and even visits from 

scammers who impersonate TEP employees while using high-pressure tactics.  

 

The Information Security Office wants to make you aware of these scams and to give you the following 

guidance: 

 Social Security Administration(SSA) does not make phone calls and will never call to threaten 

your benefits. Hang up immediately. If you are concerned, the SSA can be reached at 1 (800) 

772-1213 or https://www.ssa.gov/ 

 Verify the senders’ email address. Hover over the "from" email address to identify the actual 

recipient. 

 Do not click on Never respond to any suspicious email.  Don’t click on links or open unexpected 

attachments. 

 Don't believe everything you read. Don’t reply to a job offer for which you didn’t apply; confirm 

it by contacting the company or organization. 

 Check the links of websites you visit. "Google" the site to ensure the link is correct. 

 Never provide personal information, personal or financial via email, text, or over the phone. 

links and do not open attachments if you do not know the sender.  

If you have any other questions or concerns or want to report an incident, please contact the 

Information Security Office at security@email.arizona.edu or call 24/7 at 520-626-8324 (tech) 

Please forward phishes you receive to phish@arizona.edu 

If you are ever unsure if an email is valid, you can always reach out to security@arizona.edu  

University Email and Phone Scams https://uaatwork.arizona.edu/uannounce/university-email-and-

phone-scams 

 

https://www.tep.com/news/phone-scam/
tel:1-800-772-1213
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https://ssa.gov/
mailto:security@arizona.edu
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https://uaatwork.arizona.edu/uannounce/university-email-and-phone-scams
https://uaatwork.arizona.edu/uannounce/university-email-and-phone-scams


 



 

 

 

                                                                                                                         

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 


